Abstract-In this paper, we extend the results of reliable and secure communication capacity requirements for eavesdropping attack to a more advanced chosen plain-text attack (CPA). Moreover, in order to calculate the power dynamic system's entropy, we analytically derived the formula for calculating the topological entropy of the system under the general differential algebraic equation (DAE) system model. Simulation results are presented to compare the capacity under eavesdropping and CPA based on DAE model and Alvarado model.
I. INTRODUCTION
ecent years, with the fast growing demand of energy resources, developing smart grid has become an urgent globe priority. Comparing to traditional power system, smart grid system has advantages of lower power consumption, high reliability and flexible network topology [1] . In a smart grid system, modern technologies in areas of power system, communication, control, and computer network are incorporated to monitor the operating status of the power system, optimize the power flow on branches, and reflect the time-varying power market price to consumers. In order to implement these functions, wide area network (WAN) [2] plays a center role to deliver the power network status to the operating center, transmit the smart meter readings, and update the instantaneous power market price for customers. Due to its importance, the security of WAN to defend against malicious attacks becomes a key issue to investigate. On the other hand, in order to meet the Quality of Service (QoS) requirements for users, we need to find the capacity of the communication in WAN. In communication engineering, the capacity refers to the maximum information transmission rate with negligible probability of error and security is to ensure there is no information leakage during the transmission [3] . Traditionally, there are many studies in areas of communication and cryptography regarding the capacity requirement for security under different channels, for example: Additive White Gaussian Noise (AWGN) Channel, fading channel, multiple access channel and so on [4] [5] . Most of these results are based on the assumptions that the information source is stationary, ergodic, and discrete-valued. In general, these assumptions are reasonable in traditional communication system such as broadcast and cellular network. However, smart grid system is highly dynamical due to all-time-varying power load thus the information source is no longer stationary and ergodic. Moreover, the system state information may be continuously valued. Therefore, the previous fundamental studies on secure communication will be no longer directly fitting to the smart grid system. As a matter of fact, there is still little research on reliable and secure communications in smart grid. In [6] , the author established a simple information theoretic model for reliable and secure communication, several metrics in information theory have been re-defined to adapt to the discussion in dynamic system. But the discussion is only limited to the simplest eavesdropping attack. Moreover, the power system model used in [6] is Alvarado Model [7] that mainly focuses on the supply-demand relation and ignored to take the influence of the system's power load into account which is a key factor that determines system's dynamic. In order to accurately evaluate the influence to the communication capacity brought by of the system dynamics, differential algebraic model (DAE) [8] [9] should be adopted. To the best of our knowledge, there has been no other related further research on the reliable and secure communication capacity in smart grid. For this reason, in this paper, we extend the result for reliable and secure communication capacity requirement under the chosen plain-text attack (CPA) [10] [11] using a similar approach as in [6] . Moreover, we present our result for calculating the dynamic system's entropy under the general equation (DAE) model. The paper is organized as the following: In Section II, the performance metric and the DAE model are defined. Then, we extend the security capacity from the eavesdropping attack to the CPA attack in section III. In section IV, we analytically derived the formula for calculating the system's entropy under a general form of the DAE model. Different simulation results under the Alvarado model and DAE model for both eavesdropping attack and CPA are presented in Section V. Finally, a conclusion is drawn in Section VI.
II. SYSTEM MODEL
We consider the power system dynamics as a discrete time system, in which the time is divided into time slots. In Figure  1 , a general communication model in smart grid is shown. Without loss of generality, we assume Gaussian noises in the channel and the attacker in the middle only overhears the signal so it will not send any information through the channel. The state of the system x(t) at any time slot t is a function of the previous state and some random factors (load, number of users, electricity price, etc). In power system, the variation of the power load is the main reason of the system's dynamics. For the convenience of discussion, we assume the system state at time slot t is only related to the state at time slot t-1. Thus, we can use the DAE to express the dynamics of the system as:
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Figure 1: The Communication Model in Smart Grid
where is an 1×n vector indicate the system state and is an 1×m vector representing the measurement of the power system at time t.
is the power load vector of the power system and is the measurement error at time t. f is the function mapping the previous state vector and power load vector to the next state vector. In power system, we call f as the power load forecasting. In practice, the system state vector cannot be measured directly (for example, the voltage phase at each bus, imaginary power flow on branches). Instead, by measuring some other parameter , we can get the estimation of the state . Since the dynamic system presented in (1)-(3) may not be stationary and ergodic, the traditional measurement of the security using entropy is no longer suitable. Due to the distinctiveness of the dynamic system, we use the topological entropy introduced in [12] as the measure which quantitatively represents the total amount of information for estimated message that asymptotically equals to the transmitted message in a time-varying system. Then we can define the security equivocation Δ as:
where is the amount of information transmitted when there is no attacker in the system and Z indicates the condition that the attacker exists. When Δ=1, we say the communication in a dynamical system is reliable and secure. This is because at this time, which means no information will be leaked when the attacker occurs. From the prospective of the information theory, we just need to find the region for such that we can always find an encoding-decoding scheme such that the control center can reliably receive the system state information while the attacker can obtaining no information on system state. Formally, we have the following definition: Definition: If the communication between transmitter and receiver assures the observability of the system state and satisfies Δ=1, we say that the communication is reliable and secure.
III. SECURE CAPACITY ANALYSIS
We use C R and C A to denote the channel capacity from the transmitter to the destination and the attacker. According to the Proposition 1 in [6] , the reliability and security of the communication under eavesdropping attack can be assured when is smaller than the difference of the C R and C A . However in the model of CPA, besides overhearing the channel, attacker can also query an oracle (or "magic box") with pre-selected plain-text and get the encrypted (encoded) message. Due to this ability, extra part of the transmitted information is needed to use to protect the message in CPA. The traditional deterministic public-key encryption is no longer safe. As a result, to ensure security under CPA, we need to use probabilistic encoding. Thus, in order to ensure the reliability and security under CPA attack, we have the following theorem:
Theorem 1: When the following inequality holds, then the reliability and security of the communication is ensured:
(5) in which (6)
where is the variance of Gaussian noise between transmitter and receiver.
is the Gaussian noise between the transmitter and the attacker. H loss is the information loss brought by the probabilistic coding. Proof: Since for the CPA, the attacker also does not send any information through the channel. As the case of eavesdropping, according to Proposition 1 in [6], we have: (8) However, based on the definition of CPA, the attacker can build the table of possible messages and their corresponding cipher-texts. To find the decryption of some observed ciphertext, the attacker just need to look the cipher-text up in the table. As a result, public-key definitions of security under chosen-plaintext attack require probabilistic encryption [13] . Thus, comparing to eavesdropping, the only difference in capacity is brought by the probabilistic coding, which is H loss . Thus, we have the theorem proved.■ Due to the different probability distribution chosen for coding scheme, the H loss has different forms. In particularly, if we choose the uniform distribution for the probabilistic coding, then we have the following corollary:
Corollary 1: When the probabilistic coding follows the uniform distribution, then the reliability and security of the communication is ensured:
(9) where n is the length of the coded message.
IV. SECURE CAPACITY UNDER DAE MODEL
Even though we have obtained the reliable and secure capacity requirements for the communication in smart grid, however, it is still unknown how to calculate the topological entropy . With different power system model and assumptions, the expression for will be varied. In [6] , the author presents a formula for calculating the topological entropy under the linear Alvarado model. However, Alvarado model considers the power system dynamics mainly based on the view of supply-demand relationship and cannot accurately reflect the power load change in the network. In the following section, we derive the expression of under a realization of the differential algebraic model.
In (3), we can re-write as:
(10) Without loss of generality, we can assume that measurement errors are independent and each e i follows the Gaussian distribution with zero mean and variance . By using the weighted least square (WLS), method, the optimal estimation for is obtained by minimize the following cost function:
(11) where is the covariance matrix of the measurement errors. When J( ) is minimized, its derivative becomes zero, so we have: (12) where is the hessian matrix. In order to solve for (12), we use Newton's method and set the initial value as: (13) so we have: (14) where . From (14), we can see that if the previous system estimation and the current measurements are known, then we can calculate the current system state estimates by (14 
For the second term in (17), since at the time t-1, the system state is zero, this means the system is not working thus the output for the measurement must be zero and . In this way, equation (17) becomes:
Taking (18) into (16) (27) According to Theorem 2.4.2 in [14] , the topological entropy of the dynamic system in the form of (27) is:
When the system tends to be stable, according to the definition of stability, we have for any eigenvalue of A. Thus: (28) so theorem 2 is proved. ■ Even though equation (24) provides a general formula for calculating the topological entropy, however, during the computation, the forms of the hessian matrices are very complicated and time-consuming to calculate. For this reason, in practice, we always use a simplified DAE DC power system model: (29) (30) In this case, following the similar procedures as (11) to (23), we can get the system topological entropy for the DC power model when is: (31) where are eigenvalues of the matrix .When , is infinite when is stable.
V. SIMULATION RESULTS . In our simulation, an IEEE 14-bus system infrastructure [16] is used as shown in Figure 2 with the total power 1. Based on it, the measurement matrix H 0 in equation (30) is obtained as shown in Figure 3 . We provide the simulation results for the secure and reliable communication capacities under eavesdropping attack and CPA, respectively. For the CPA, we assume the measurement and system state messages are encoded by the uniformly probabilistic coding. Moreover, in order to illustrate the difference in topological entropy due to the choice of system models, both Linear Alvarado Model and DAE Model are implemented in simulations. Under the Alvarado model, the power system state satisfies the following dynamics [15] :
(33) (34) (35) where the P g and P d are the amount of power generated and consumed. T is the unit price of power and k is the power load (rate).
, , are the rate controlling parameters of the supply, demand and the price.
, , , , are the parameters for generator and consumers. The exact physical meaning can be checked in [15] . In the simulation, we assume the main influence of the power system is the power load. For this reason, we set , , . The secure capacity under eavesdropping and CPA are presented in Figure 4 and 5 (marked with "non-DAE") Comparing with the eavesdropping, we can see that the CPA attack has obvious lower capacity under the same power load, which is matched with the Theorem 1. Also, both results are implemented using the simplified DAE DC model in Figure 4 and Figure 5 . The setting of the load forecasting matrices F 0 and G 0 can be found in [16] . Compare these results in Figures, we found that the topological entropy of the system under simplified DAE DC model are close to the results under Alvarado Model. (23) and is the power factor. The detailed definition of other parameters can be checked in [8] . For the convenience of the simulation, we set , . The simulation results are presented in Figure 6 . This time, we can see that the topological entropy has significant difference comparing with the Figure 4 and Figure 5 . However, the tendencies of the curves are similar. Also, from the Figure 6 , we can still conclude that CPA secure capacity is smaller than eavesdropping secure capacity. 
VI. CONCLUSION
In this paper, we find out the upper bound and lower bound for secure and reliable communication capacity under CPA attack. By considering DAE power system model, we derive an analytical formula to calculate the topological entropy. Simulation results show that even though there is a significant difference between the results under linear model and the DAE model, the overall tendencies are matched. The results of this research can provide an important theoretical basis for the future implementation of smart grid system, especially for protocol design within WAN. 
